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ESPREY

Foreign spies are
haclang the com-
puters of American
industry and bleed-
ing billions outof
our economy. PM
exl_gllores thedark,
relentless scourge o
digital espionage.
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HE FIRST WARNING THAT HACKERS HAD PENETRATED
the American oil company came soon after the initial breach,
in the summer of 2009, The computer help desk received com-
plaints from employees who were locked out of their accounts
or whose computers had already been logged onto.

Then the complaints abruptly ceased; The digital spies had
obtained an administrator password and were intercepting
help-desk tickets, unlocking accounts, and notifying users that
their problems had been fixed. With that access, the hackers
copied thousands of confidential emails—including those of
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of the FBI's Cyber Division. "If they really
believe they haven't, they're just not
aware of ityer." ~

In August 2011, a report by the security
firm McAfee detailed hacks imo some 72
public and private computer networks in
14 countries and warned of “the biggest
transfer of wealth in terms of intellectual
property in history.”

Technology theft is the most commeon
motive for digital espionage, but China
and other nations have used it to squelch
internal political dissent as well. Stolen
source code from Google was used to
" hack into the accounts of Chinese dissi-
dents, and after an Iranian hacker broke
into Duich security firm DigiNotar, the
stolen technology was used to help his

top executives—and transmitted them to China in massive files late at
night, after the oil company's employees had left for the day.

By the time the FB1 informed the company of suspigious network
traffic in the suminer of 2016, Chinese firms had outbid the oil company
on several high-stakes acquisitions by just a few thousand dollars. But
it could have been far worse: For months, mahware that allowed the
hackers to take over terminals had been burrowing deeper into
the company's systems and had wormed its way into com'puters that
controiled oil-drilling and pipeline operations.

“People were alarmed that their email was compromised, but
the hackers could have crippled the business,” says Jonathan Pollet, the
founder of Red Tiger Security in Houston. In early 2011, Pollet helped
the oil company identify some of the hackers' breaches; he refused to
name the company, citing a confidentiality agreement.

The example Pollet cites is just oné inéjdenit in an ongoing, aggressive
campaign of electronic espionage that costs U.S. firms billions of dallars,
endangers our military secrets, and theatens to erode our technological
edge, as computer hackers—often but not excluswe]y traced to China—
help their clients, and their countnes, ‘gain the upper hand in business government spy on troublemalcers in
deals and steal intellectual property. (An October 2011 report prepared - Iran. These attacks can cause collateral
for the Director of National Intelligérice’ titted “Foreign Spies Stealing -7 . T " :damage that compromises the security of
U.S. Economic Secrets in CyberSpace" explicitly accuses China. and st ,'f_everyone online, Digital security certifi-
Russia ofhackmgU S. compames, cal]mg Ch]nese hackers “the world’s’ s from DigiNotar were part of the

i venﬁcauon system of the Internet,

‘an fake one of those you can fool
‘Browseér into thinking any site is safe.

A History of Hacks
HE UNlTED STATES ITSELF IS No
igueh . a cyber spying. ‘The National
ecunfy ‘Agency and.the Pentagon pos-
éss the! ‘most sophisticated signals intel-
!gence and digital warfare technology in
s thie world. That gives us
the ability to.spy on for- -
eign cellphone calls, shut:,
down enemy air clefenses,".
or even remoteljr cause
equipment' in an adver-
sary's weapons facility to .
" self-destruet. - :
. But formeér U.S. offi-
-.__c1a!s insist the govern-
“ment does hot engage in -
“economic espionage or
mte]lectua] property theft

believe arc backed by foreagn govemm
national secunty risk. The hackers use t___

Shell, Morgan’ Stanley, Dow._Chemlgal,J _
Symantec, Northiop Grumman, -and” v -
Lockheed Martin, to name justafew. = %

Private industry is understadably
reluctant to-reveal such breaches, even'to-
the government: 1f a digital attack strikes -
fear in the hearts of a company’s execu :
tives, one can only imagine how it would:
mal:e shareho}ders feei But dlgital pyri
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that's because there islitthe JP we would want to steal, and to do so would
undercut our efforts to discourage such theft by other nations. Private
U.5. companies, meanwhile, would be breaking U.S, law if they hacked
into the servers of state-owned competitors in places like China and Rus-
sia—although some U.S. multinationals have been accused of dirty busi-
ness overseas (see “Who's Spying on Whom?” page 55}, “The U.S. has an
enormous stake in the integrity of the intellectnal property regime,” says
Joel Brenmer, former head of U.S. counterintelligence during the Bush
and Obama administrations and the author of America the Vulnerable, a
book on digital espionage published last September. “Many of our adver-
saries don’t believe we don't do this. But it’s really true. We don’t.”
According to James Lewis, a digital security expert at the Washington,
D.C.-based Center for Strategic and International Studies, this apparent
unwillingness to retaliate presents “an asymmetric disadvantage” that
our rivals are exploiting to win an emerging digital cold war.

Computer espionage has a history almost as Jong as that of the mod-
ern Internet. In the late 1980s, the German hacker Markus Hess and sev-
erai associates were recruited by the KGB to penetrate computers at
American universities and military labs. They made off with sensitive
semiconductor, satellite, space, and aircraft technologies. Today, China,
Israel, and Russia are reportedly the most aggressive about stealing
secrets, But China is playing a game of a different magnitude. “The Chi-
nese didn't create this problem,” Brenner says. “But there’s no question
China is the worst offender now. They are all over us. It's just relentless.”

Experts believe today's attacks on U.S. in’dustry are an extension of a
series of attacks on American military computer networks that took
place inthe late *90s and early 2000s. The assau!t has netted the Chinese
sensitive military technoiogms that might
one day be used against us, Then, as now,
the Chinese government has vehemently
denied that it has any state-sponsored
hacking program, calling U.S. aiiegatlons

not only the U.S. government and indy

try, but also high-level European official

The Chinese hackers even managed
remotely activate the computer micre
phones and Web cameras of French off
cials so they could peek in on everythin
from office gossip to high-level diplomai
planning sessions. In the past, survej
lance like that would have required spie
to know where their targets were stayin
and mic the room—but in the age of cel
phones and laptops, spies can listen in ¢:
foreign officials half a world away.

Anatomy of an Attack

©IN O FEBRUARY 2011, HCAFE|

released a report detailing a series o
hacks called Night Dragon. Emanatin
from locations in China and aimed at si
global oil, gas, and petrochemical compa
nies, the hacles resembled the oil compan;
attack described by Pollet. The medialate:
identified the victims as ExxonMobil
Royal Duteh Shell, .BP, Marathon 0il
ConocoPhillips, and Baker Hughes, all o;
which declined to discuss the report wher
asked by POPULAR MECHARICS,
Regardless, the meth-
ods deseribed by both
Pollet and MecAfee are
straight out of the play-
‘hook of Chinese-based

o Foreign spies aren't after your PC,
says Alex Stamos, CTO of security
firm iSEC Partners, but the code
from their hacks can be quickly
mimicked by cyber eiminals. “It's
like R&D for the broader mahvare

APTs. Instead of trying to
identify valnerabilities in
a company's firewall,
APTs focus on exploiting
the one thing that's
impossible to eonirol—

groundless and irresponsible. _
Plausible deniability is precisely what
makes digital espionage such an effective
tool. 1t's difficult to detect and impossi-
ble to prove—and thus can’t be used “market,” he says, Keep your
to justify retaliation. Digital-security software updaled to stay safe.

experts call this the attribution problem. "7 7 e Anyemployee of a large company the wvulnerahilities of
“At most, you know the immediate can beecome an attack vector for

, . R spies looldng to steal data, “Be - company employees.
computer involved in attacking you-or paranoid about what you elickon,” 7 © 'The hackers Pollet
- 1 . - . o R i
receiving the stolen data—and some- Stamos says—even emails that . investigated found per-
times you don’t even know that,” says

seem to be from: friends. . .

sonal information about
Columbia Umvers;ty computer sc1entlst the oil company’s execu-
part- tives on social-networldng
sites such as Facebook
and Myspace, Then they
crafted emails aimed at
enticing the executives t0

click on a poisoned link.
. "*The initial attack is
very subtle,” Pollet says,
© “It no longer says, 'l am a
u L ¢ Nigerian prince and need to hide a bank
Byzar:tme_ oo ) accéunt '1fthe hacker can find an execu-
" tive who likes to restore old cars and can-
find the names of some of his friends, he
will send an email saying 'Hey, I was tall-

o Be careful lfyou store personaj
data on your work computer, I the
machine becomes infected, your
employer can erase evclythmg

ment of Homeland Security on the issue. .
“But you don't knowwho actially controls .. © USB drives are classic tools for
the computer. It could be another hacked b -ﬁem“g malware througha .-
. rewall. Ifyou don't trust where a

computer someplace that somebody else 77T T drive came from, don’t plug it into
is controlling from somewhere else. L your COB]P“wr

still, few buy the Chinese denials,
There have simply been too many attacks
traced to the mainland. Last spring, secret -
State Department cables obtamea
Reuters detailed a \Vldespread digital spymg operano:
Hades, linked to the People's Liberation Arfny Chengdu Miliary Region
First Technical Reconnaissahce Bureau, an eIectromc espionage unit of
the Chinese military. According to the cables, Byzantine Hades targeted
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ast year, ilie Chinese nilitary unveiled the Chengdu j-20 stealth fighter. Seme U.S. intelligeniee expents
see the J-20 a5 the result of a long campaign of technolugy theft, The Chinese are believed to have
1uspecled and reverse- engineered aspects of an American F-117 N:ghlhawk Howned in Serbifa i 1999,
Also, in the early 2000s, Cliinése spics are suspected of hacking into a UL military research facility in
,C_hma Lake, Galif, and malung offwith computer files relating to stealth techinology.

Richard Bejtlich, chief security officer for
Mandiant, who also would not comment
on the specifics of the oil company attack.
The attackers, he notes, are usually in it
for the Jong haul and are Jikely to return
if the company still has intelligence on its-
networks that the hackers or their
employers consider of value,

The best approach ence an intrusion
is detected is not to tip your hand until
you are ready to respond with a serious
defense Countermeasures usual!ymvolve

o to our friend Paul, and -
» said you were restoring
1505 Chevys. I found this
eat website you shou}d '
reck out.”

When the victim clicks , .
+ the link, it takes him
a webpage where inal-
are foads onto'his com-"""
iter. It sits there for days ™~
il it wakes -up‘-'and
1ones home.

The maiware mrght post a cod

vitter account or post a com
mple as “I'm going-skiing on S

us software o hard drives and | tracking which computers have
tacting suspicious host servérs. The response team then

1 a blog. That beacon alefts _ ttemipts to pull as many infected computers as possible off the server
1at their mahware has take Asf : ORI ‘“Hy any means necessary,” Béjtlich says. “In some cases it's
‘ady for instructions. T ' jis teral ﬁilllinga cable cut of the ¢oniputer.” :

1en respond with ceded dirdéiiy ; ; i ften it's rmpossrble to Imowwhether all the ma}ware has been

1€ saime means,

It wasn't until a year mto
n ode That's one of the reasons that manyin the intelligence com-

‘miinjty. are eal]mg for a néw security paradigm, one that places an
eﬁ_}_bhams on information sharing and preventive measures.

*” The government can go only so far to protect the networks of private
companies. In the past year, the Department of Defense launched a

cecutives and informed them they ha
yotted data traffic leawng their networl
vd heading to serversin Chrna known
> used to command and _control net-'_

orks, Pollet says. The FB’s Snow says he : pilot program with the defense industrial base that helps contractors
ot comment on speerﬁc cases: Butit - .. . improve security and share mformatmn about emerging forms of mal-
AS ccrtamly not the hrst tlme the FB] - ' ware, Most U.S. companies, how er; remain shociungly valnerable to
epped ‘in, The current eampargn of o - massive security bréachiés and ria e'abouit the extent of the problem.
beré espaonage isso \wdespread he says, o Even with cooperat:on, most securrty experts believe that keepinga
at it has. forced a “mgmﬁcant cultural. 5o capable and detemlmed Aadversar ‘out of a system js impossible,

it in the way the FBI handles cyber— R "Penmeter defense 1s ﬁmshed = Brenner says “If you want to taik

trusions. Prewously' thél\lo i priority. ;.. 7
15 (0 protect the operational securityof you've gotareal sophlsucated a versary, ‘they're reading it.”
e mveslrgauon and- _the'p bsecutrve _ - " The FBI's Snow agrees. “We have: to_have a cultural shift in the
‘ nation where we understand that there is no secure system, that people
are going to be hacked,” he says.’ B
As for retaliation? BE][IICh says he often gets questions from high-
level executwes ‘who want to "hack back " even ifall that means is retali-
ating against a Chinese computer; wrth avirus that will disable it.
“There is sufficieht resrstance from outside counsel because it would
violate U.S. law, and in U.S. govemment agencres thereisno support to
do that,” Bejtlich §ays. LA

ger and Mandran ‘to. expunge the When asked if compromrsed compames m]ghi use the knowledge
trudess.: Bt expetlrng an APT-isnlt as - . (that they have been mﬁltrated t6 feed spies false data, Bejulich scoffed.
n ple' it sounds."‘They are’ grle, T “Those decepuon maneuvers are so farheyond the capability of any pri-
namie, and if you defeat them once, o vate corporation that no ohe could pull that off,” he says. “You couldn't

=y're gomg to ehange thelr tact:c," says _' : protect the planmr_}g. ’I‘he,ba_d guyswill see it all and Jaugh.” P






